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The pervasiveness of wireless 
communications
Wireless communications are all around us. Our smartphones, Wi-Fi-enabled 
laptops, and Bluetooth headsets permeate the environment with electronic signals. 
They let us talk, text, email, view videos, and perform other operations remotely. 
And now, perched on the cusp of the third decade of the 21st century, wireless 
communications are set to take a great leap forward with the fifth generation of 
mobile network communications, more commonly known as 5G. But it’s been a long 
and winding road to this point. So let’s revisit it briefly.

Mobile network technology
In the 1980s, mobile network wireless communications had humble beginnings. 
First-generation handsets, weighing 2 pounds (0.91 kg) and affectionately 
nicknamed “bricks” for their heft and dimensions, placed the first analog cellular 
calls.1 During the 1990s, second-generation digital phones not only made calls but 
also exchanged Short Message Service (SMS) text messages.2 By the early 2000s, 
3G (third-generation) phones that supported the Wireless Application Protocol 
(WAP)3 and primitive attempts at surfing the mobile web4 made their way to early 
adopters. By the time iPhone and Android smartphones were introduced, circa 
2007–2008,5 true mobile broadband speed and throughput had arrived with the 
fourth generation (4G) of wireless telecommunications.6 Now, 5G is poised to make 
another performance leap with one-tenth the latency, and hundreds of times the 
capacity, of its immediate predecessor, 4G.7

IEEE 802.11: Continual evolution and convergence with 5G
Mobile network technology was not the only kind of wireless communications 
evolving during this period. In 1997, its short-range cousin, Wireless Fidelity (Wi-Fi), 
was standardized by the Institute of Electrical and Electronics Engineers (IEEE) LAN/
MAN Standards Committee (IEEE 802) as the 802.11 wireless protocol for local 
wireless networks.8 The 802.11 protocol provided the indoor wireless cornerstone 
that the coming smartphone revolution would build on. But by itself, 802.11 had only 
partial success, with throughput just up to 2 Mbps and limited range. 

By 2003, the 802.11b and 802.11g versions of Wi-Fi promised up to 54 Mbps and 
an extended range of 50 meters,9 prompting the release of many Wi-Fi-enabled 
computers that were forecast to reach a critical mass of 10 million units by 
2006.10 Ever since then, Wi-Fi has made wireless communications ubiquitous in 
everyday life: at work, home, coffee shops, and airports, and even on the go in cars, 
buses, trains, and airplanes. The use cases seem virtually unlimited. With Wi-Fi 
calling and other Wi-Fi innovations since 2015,11 the consistent growth of wireless 
communications has kept up the pace as new types of devices and applications 
extend its usefulness. 

The family of Wi-Fi standards has continued to evolve, with increases in range, 
speed, and throughput with each iteration. The latest release, Wi-Fi 6 (IEEE 
802.11ax), came out in 2019 with a theoretical transfer speed of 10 Gbps.12

Even with all the achievements of cellular and Wi-Fi technologies to date, the era 
of pervasive wireless communications is just beginning. Emerging technologies 
are poised to leverage both 5G and Wi-Fi. Enter the Internet of Things (IoT), which 
has started to expand wireless communications exponentially, with machine-to-
machine (M2M) communications and sensors in the smart grid, autos and trucks, 
the doorbell in your house, even the clothes you wear.13
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5G cellular mobile communications
5G will revolutionize many industries, with up to 100 times the speed, 100 times the capacity, and 10 times less latency 
compared to 4G LTE. 5G enables 10 Gbps downloads—about 600 times faster than 4G.14 Note that 5G is not a single technology 
but a constellation of technologies.15 The higher performance of 5G requires the support of new techniques, such as multiple-
input multiple-output (MIMO) antennas, and new spectrums, such as millimeter wave. This new spectrum will require many more 
wireless access points, some only the size of a smoke detector.16 In addition, spectrums currently being used by 3G and early 4G 
networks will need to be repurposed to provide connectivity in rural areas. 

Beyond performance increases, the greatest benefit of 5G will be its ability to serve vastly more devices compared to 4G LTE. 
For example, Ericsson forecasts that more than 20 billion IoT devices will be connected to the internet by the end of 2023, all 
depending on 5G for this connectivity.17 

5G and Wi-Fi 5G: What’s the difference?
With so much hype around 5G and all the different networks, it might be hard to tell what 5G actually means. Let’s clear this up. 
The “G” in cellular 5G stands for “generation.” By contrast, the “G” in so-called Wi-Fi 5G stands for “gigahertz” and refers to the 
secondary 5 GHz band used by Wi-Fi. So other than the “G” in their names, Wi-Fi 5G and cellular 5G have nothing in common.18

But whatever the name, cellular 5G appears here to stay. According to some reports, by 2023, 50% of all new phones will 
be 5G handsets.19 Others forecast that by the end of 2020, nearly two-thirds of organizations will deploy 5G.20 But 5G also 
encompasses IoT devices, which are significant for organizations, with 59% of those deploying 5G also planning to use it for IoT 
devices, enabling up to 1,000 sensor-enabled IoT endpoints per square kilometer.21

The Internet of Things and connected applications today and tomorrow
As the future linchpin of cellular technology, 5G enables hosts of IoT devices and their connected applications. Some are with us 
today. Others seem more conceptual. 

Smart IoT devices at home could turn on lights, lock doors, and even turn off the dryer with 5G-connected applications.22 
Wearables such as Apple Watches and Fitbits could track health data and report it to apps in near real time with 5G.23 In the 
smart city of tomorrow, 5G-enabled IoT functionality in stoplights and atmospheric monitors will ease congestion and determine 
when industry should shut down to curb air pollution. Already, smart parking meters alert when spots open up, adjusting rates for 
peak hours.24 Today, some cars offer an in-car Wi-Fi experience, known as “the connected car,” enabling up to 10 devices in a car 
to be online simultaneously, courtesy of 5G bandwidth.25

Security challenges today and tomorrow
In addition to providing superior performance, 5G expands the attack surface of apps and IoT devices that rely on this next-gen 
network. There will be unknown, novelty attacks in addition to known security exploits. Security breakdowns and exploits on 
the internet and in public networks have always been dangerous and costly. Past IoT exploits include major headline-grabbing 
incidents such as these:

• The Mirai botnet distributed denial-of-service (DDoS) attacks in 2016 and 2018 used brute force techniques to take over IP 
cameras, home routers, and other Linux-based IoT devices using default passwords, which are rarely or never changed. Using 
these IoT devices, Mirai took a large part of the U.S. offline for hours, including high-profile sites such as the New York Times, 
Spotify, and Reddit.26

• The NotPetya ransomware attack on PCs, servers, and network-attached storage devices in 2017 spread quickly27 and caused 
$10 billion in corporate losses. The combined losses at Merck, Maersk, and FedEx alone exceeded $1 billion. Of course, 5G 
networks did not exist at the time, but the attack illustrates the high cost of such incursions.28

The greatest benefit of 5G will be its ability  
to serve vastly more devices compared to 4G LTE
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Some wireless vulnerabilities are akin to proofs-of-concept with the potential for significant disruption if exploited in the 
wild.

4G LTE security exploits
Impersonation attacks in 4G networks (IMP4GT) exploit a vulnerability in the way that mobile devices and base stations 
authenticate and communicate with one another. This vulnerability enables hackers to fake a base station or impersonate 
a mobile phone user and device and charge services or send false location information (potentially incriminating innocent 
people).29

Man-in-the-middle (MitM) attacks can occur on 4G LTE where an attacker has set up a network sniffer, or fake base 
station, to capture the device information of connected devices in an area that can exceed 300,000 square meters. 
Attackers can tell if a device is Android, iOS, or IoT. Then they can alter the data and settings on these devices, before 
security is applied, to prevent handovers and roaming or just drain battery life.30

Wi-Fi security exploits
The Wi-Fi Protected Access II (WPA2) network security protocol has been around for more than 15 years but is considered 
unsecure because it allows any device to intercept connections of other devices on the same Wi-Fi network. Zero-day 
vulnerabilities have been found in WPA2, including KRACK (key reinstallation attack), which enables eavesdropping on Wi-
Fi network traffic.31 Fortunately, test suites to fuzz the WPA2 protocol and TLS authentication are available. 

To replace WPA2, in 2018 the Wi-Fi Alliance standards body released the Wi-Fi Protected Access 3 (WPA3) security 
protocol, which is supposed to be more secure.32 But despite improved versions of security standards and protocols, there 
will always be new, unknown attacks, such as the discovery of the Dragonblood vulnerability shortly after WPA3 replaced 
WPA2.33

IoT security exploits 
The number of known and still-unknown IoT vulnerabilities is vast, which has huge implications for both the security and 
safety of certain medical devices. For example, as of March 2020, more than 480 Bluetooth devices were affected by the 
recently discovered SweynTooth vulnerabilities, which target Bluetooth Low Energy (LE) protocols.34 These vulnerabilities 
can cause unexpected public key crashes, where the stack does not expect the public key, and sequential ATT deadlock, 
when the device cannot handle receiving consecutive ATT request packets without waiting for a response, as two 
examples. 

The environment is target rich for attackers, with forecasts projecting up to 14.6 billion IoT connections by 2022. And 
because many of these devices include industrial control systems that were not originally intended to connect to the 
internet, something as straightforward as a network scan can shut down an entire facility.35

The case for fuzz testing
Fuzz testing (or fuzzing) can test and exploit the LTE network and help find improper handling of unprotected initial procedures, 
crafted plain requests, messages with invalid integrity protection, and security procedure bypasses. All these can have far-
reaching consequences, from denying LTE services to legitimate users to spoofing SMS messages to eavesdropping on and 
manipulating user data traffic.

With next-generation 5G leveraging virtualization technologies such as software-defined networking (SDN), hypervisors, and 
network slicing to run, manage, and scale massive applications and workloads on the network edge, it will become harder to 
predict and frame the use cases for 5G. Mitigating potential security risks exposed by these new, unknown vectors will also be 
more difficult. 

Fuzz testing can be your first and last line of defense for uncovering new, unknown bugs, vulnerabilities, and crashes that can 
have severe outcomes. 

https://www.blackduck.com
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How fuzzing works
With fuzzing, malformed data is sent to connected devices and applications to surface errors, glitches, system freezes, and 
weaknesses.36 Fuzz testing works by sending intentionally malformed inputs to software to see if it fails. Each malformed input is a 
test case. Failure indicates a found bug, which should then be fixed to improve the robustness and security of the target software. 

A fuzzer is a testing program that tests the target software. A useful fuzzer must keep records, produce actionable reports, and 
provide a smooth remediation process to reproduce failures so that they can be fixed. 

Overall, fuzzing is one of the best ways to spot zero-day vulnerabilities that are unknown and have no known workarounds. There 
are different types of fuzzers. Choosing the most appropriate fuzzer will depend on the goals for testing. For more detailed 
information on different types of fuzzing, see our white paper What Is Fuzzing: The Poet, the Courier, and the Oracle.

Defensics generational fuzzer
Defensics® Fuzzing is an advanced generational fuzzer geared for enterprises and other organizations that need to discover and 
remediate security weaknesses in software systems effectively and efficiently. By taking a systematic and intelligent approach 
to negative testing, Defensics allows organizations to ensure software security without compromising on product innovation, 
time to market, or operational costs. Defensics builds security into 5G. For example, using a recently added test suite, Defensics 
can test control plane signaling between a 5G base station and a user device.

The Defensics generational fuzzer is superior to other types of fuzzing and includes close to 300 prebuilt, generational test suites that 
ensure quick time to fuzz, relieving users from the burden of creating manual tests. Black Duck continually updates the Defensics test 
suites for new input types, specifications, and requests for comments (RFCs) in support of current and emerging technologies. 

Support of next-generation core cellular communications and IoT technologies
Most network equipment manufacturers and service providers have started investing in 5G. Even for the current generation of 
cellular infrastructure, the underlying 3G/4G protocols still in use are within the scope of 5G, especially in non-standalone (NSA) 
mode, as the 5G connection is anchored to an LTE eNodeB (eNB) base station37 and will require fallback to LTE networks for 
partial operation.38 See Figure 1.

Figure 1. LTE eNB as master node.  

In addition to cellular 4G LTE and 5G, Defensics test suites include a wide range of wireless, Wi-Fi, and Bluetooth test suites that 
can help in a broad array of core cellular, network, IoT, and media communications testing. 
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IoT devices and the modern internet
IoT devices form an important part of the modern internet. They depend on a variety of protocols to connect to the internet for 
critical use cases such as medical devices. But vulnerabilities such as the recently disclosed SweynTooth set of Bluetooth Low 
Energy (LE) vulnerabilities can impair these devices.39 

Fortunately, the Defensics fuzzer and Bluetooth LE package of test suites can check the security of IoT devices. For example, 
Defensics can test an IoT device’s vulnerability to crashing by using the Bluetooth LE SMP Client test suite to send an unexpected 
public key. Or it can test whether an IoT device will freeze, or deadlock, by sending it repeated ATT request packets without 
waiting for an ATT response using the Bluetooth LE ATT Server and ATT Client test suites. 

The Defensics fuzzer can also check IoT devices using test suites for MQTT Client, MQTT Server, IPv4, 802.11 WLAN, and other 
IoT fuzz testing suites to proactively protect them from these and other types of denial-of-service attacks. 

IoT devices have also proven susceptible to botnets. That’s because many of them use the popular Linux operating system, 
which has kernel vulnerabilities. But in recent years, fuzz testing has helped discover and fix these security flaws. A Black Duck 
R&D team uncovered three such Linux kernel vulnerabilities using the Defensics fuzzer and the NFS3 Server test suite. This team 
is the same one that, in 2014, used Defensics to discover the Heartbleed encryption vulnerability, which affected millions of 
businesses and consumers. 

4G/5G protocols and cellular communications vulnerabilities
Cellular communications in 5G networks will depend on at least a dozen new protocols and almost another 30 protocols found 
in 4G LTE networks that have 5G enhancements. For example, the Packet Forwarding Control Protocol (PFCP) is a packet 
protocol introduced in 5G that’s also used in 4G/LTE to connect functional elements in mobile core networks to provide 4G and 
5G services. 

Other important protocols include S1AP/NAS and NGAP/NAS for signaling user devices and providing mobility and session 
management. With this expansive attack surface, new, unknown vulnerabilities will inevitably occur. 

Defensics can use its PFCP Server, PFCP Client, S1AP/NAS Client, NGAP/NAS Client, and other cellular core test suites to act as 
a malicious base station or user device and send exceptional or anomalous requests to the test target.

Unconventional development life cycles and custom protocols
Do you have an unconventional development life cycle? Black Duck’s experienced Professional Services team can help you 
identify fuzz testing checkpoints, define fuzz testing metrics, and establish a fuzz testing maturity program. 

Or maybe you have custom, proprietary protocols and interfaces you need to secure. You can future-proof them against exploits 
with the Defensics fuzz testing software development kit (Defensics SDK). It provides a fuzzing framework that enables your 
organization to develop its own test suites for uncommon, custom, or proprietary protocols.

Conclusion
The impending world of 5G-connected apps, societies, and nations has the promise to revolutionize many industries, including 
telecommunications, industrial control, gaming, and telemedicine. Higher speeds, lower latencies, and greater throughput will 
enable applications across the internet that until recently only seemed illusory (e.g., virtual reality, augmented reality).

Along with this increased functionality comes an increase in SDN infrastructure and ecosystem complexity that results in an 
expanded surface area prone to attacks, plus the integration of 5G into legacy networks, including industrial control systems that 
were never intended to connect to the internet. These legacy networks have many latent security flaws that will open them up to 
new, novelty attacks when they make the transition to full 5G and edge computing, and when IoT becomes more pervasive.

But in light of its increased security risks, the next-gen 5G network provides an opportunity for governments and businesses to 
establish a new, more robust quality and security framework. Increased risks have driven organizations like the National Institute 
for Standards and Technology (NIST) and 3GPP to produce cyber security frameworks that could become best-practices guides 
for the industry. 

To learn more about how to use fuzz testing for your 5G and IoT devices and applications, visit the Defensics webpage.
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